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Covid-19, a worldwide infectious disease, shows strong infection ability among people, 
long virus incubation period, and general symptoms since spring 2020. To increase the 
accuracy and efficacy of potential patients and their close contacts’ tracing, many 
schools, companies, and national governments have adopted digital contact tracing tools.  
However, using digital contact tracing and related contact tracing programs with different 
contexts contribute to different effects. This paper demonstrates the most popular contact 
tracing technologies, tools, and programs to discuss potential reasons causing the 
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Covid-19 has brought an enormous impact on the individual's health and the everyday 
life of society. The new coronavirus is highly harmful to humans. It will directly enter the 
body and begin to destroy human immune function, followed by breathing and perception 
functions. So, everyone wants to avoid getting infected by the horrible disease and keep 
healthy. The public health department wants to control the spread of the Covid-19 and 
resume the usual work/study social order at the same time. One of the best ways to 
control the spread of the disease is by tracking what individuals have COVID or are 
exposed to COVID. Both individuals and the public health departments want to figure out 
if members of the public have potentially been exposed to other individuals who have 
COVID or have been exposed to COVID. Information technology is very helpful in 
several ways. Databases can be used to keep track of people and exposure. Personal 
information applications can track a user’s physical location (and potentially exposures, 
or exposing of other people). As well as other personal information about their COVID 
status. Cellphones are very helpful in that they can combine all these functions through 
apps or websites. One of the most helpful features is using contact tracing applications to 
capture potential exposure data. Thus, the Covid-19 contact tracing application has 
attracted more and more attention these days. This project will discuss the background of 
the Covid-19 contact tracing application, compare the existing popular contact tracing 




 institutions, companies, local, state and federal government organizations. Based on 
these findings I will propose guidelines for successful contact tracing applications and 
























Research about digital contact tracing and programs overseeing contact tracing has 
received significant attention since the beginning of 2020.  First, information on 
effectiveness of contact tracing apps is reviewed.  Second, the success and failures of 
programs that administer large scale contact tracing are reviewed.  This includes 
organizations like universities or businesses, government (local, state, national).  Third, 
issues about adoption of contact tracing technology are covered.  Fourth are privacy 
concerns about contact tracing.   
 
Contact tracing applications  
Digital contact tracing technology shows excellent effect during the Covid-19 pandemics. 
Ferretti and other researchers (Ferretti et al., 2020) developed a mathematical model for 
infectiousness to prove that the use of digital contact tracing applications which provide 
potential Covid-19 close contacts' immediate notifications and control the fast infection 
among people would be sufficient to stop the infection. It will have better effects when 





Some technologies developed in recent years help to increase the effectiveness and 
improve the usability of those contact tracing apps. Communication technologies such as 
WiFi, Bluetooth, GPS, QR Codes, and Zigbee are used to enhance the effectiveness of 
data transformation for contact tracing solutions. More automatic and intelligent digital 
contact tracing systems also rely on IoT technology to cope with the ever-increasing 
workload of contact tracing (Shahroz er al., 2021). Traditional manual contact tracing is 
requires a large amount of trained contact tracing workforce and has difficulty as a 
solution amid case surges in a short period (Simmons-Duffin, 2020). Comparing with 
manual contact tracing, digital contact tracing apps allows real-time data collection and 
faster data processing speed, higher accuracy with high technologies, highly effective 
with a large population as the user, higher development cost at the beginning but less 
human resource costs when it is deployed with the large population (Raskar er al., 2020). 
 
Programs 
Many countries have adopted their digital contact tracing apps voluntarily or mandatorily 
to limit the Covid-19 infection and improve the tracking ability of their public health 
department. China, Germany, Italy, Singapore, South Korea, and many other countries 




 and those apps were found a strong relationship with the Covid-19 infection reduction in 
those countries through a Difference-In-Differences test by Andrew Urbaczewski &
 Young-Jin Lee (Urbaczewski & Lee, 2020).  
 
Adoption Issues with Contact Tracing Apps 
Contact tracing apps have been used in many countries, but not all countries have 
achieved success from digital contact tracing. For example, Alejandro (De La Graza, 
2020) finds that the US federal government has been lack coordination to create a 
national digital contact tracing solution and required all state to opt-in while some states 
health departments are lack of tech expertise to make guidelines of how to adept those 
apps to help their contact tracing work. In addition, Chiara Farronato and other 
researchers (Farronato et al., 2020) indicated that those digital contact tracing apps need 
to be nearly ubiquitous, at least 60% of the population, to become effective. Without 
broad adoption, those apps will be worthless even harmful. Thus, they recommend 
deploying those apps in highly focused, contained, related communities such as 
workplaces, schools, beaches, hotels, public transportations rather than some broadly and 
indiscriminate places. To a rapid extent to the user group of those apps, some small 
monetary incentives will also attract more voluntary users, which is better than regular 





Moreover, different groups of citizens may have different views towards the digital 
Contact tracing App, so Simon Trang and his team (Trang, Trenz, Weiger, Tarafdar & 
Cheung, 2020) think that how those apps influence differs among citizens for acceptance 
(i.e., critics, undecided, advocates) should be uncovered. Finally, Charlotte Jee (Jee, 
2020) concluded some tips for building a successful contact tracing app learning from 
some countries. In his opinion, the Contact tracing App should work with other 
traditional methods like testing, distancing, masks, and manual contact tracing, but 
should work in the open.  
 
Trust Issues first with contact tracing apps 
When talking about concerns about digital contact tracing apps, privacy issues are always 
mentioned by researchers, developers, health departments, and users. Although at least 46 
countries have their own digital contact tracing app, the uptake rates are still meager 
because of trust and exacerbated by a history of large-scale data breaches and privacy 
scandals in digital technologies (Lewis, 2020). According to the research by Simko and 
his team (Simko et al., 2020), an individual's willingness to download a contact tracing 
app depends on security and privacy and other factors, especially on proximity tracing. 
More than 69% of research participants have concerns about data overuse and data 
sharing by their government or app development company. Researchers should continue 
to study acceptance for automated contact tracing within specific populations. Jessica 
Morley and her group (Morley, Cowls, Taddeo, &amp; Floridi, 2020) give 16 questions 




app should follow four principles, necessary, proportional, scientifically valid, and time-
bound to provide security service to its user. Governments and app developers only have 
one chance to get an intervention right. For example, some potential legal risks remain in 
the usage of COVIDsafe, the Australian national digital Contact tracing App, such as 
obtain and inspect the App's data, police warrant powers, metadata retention, false 
assurances about proximity restrictions. Thus, the Australian government issues a 
permanent legislative framework for their contact tracing app or will lose the 
community's trust and reduce the App's efficacy (Watts, 2020). Overall, the trade-off 
between privacy and effectiveness of digital contact tracing requires careful consideration 














Identifying information about contact tracing 
applications and programs 
Online searching is helpful for finding some published documents, previous researchers, 
local news, and reports, which gives the most rigorous statement of a problem. Keywords 
including “digital contact tracing”, “contact tracing apps” were used in search engines to 
identify apps and programs.  Additional keywords learned during this process, and then 
searched on included “usability of contact tracing apps”, “contact tracing technology” 
and “contact tracing privacy issues”.   Also, chained off these initial search results to find 
mentions of other apps and programs, and searched on those. During the research about 
current digital contact tracing apps, Google, Baidu.com, Wikipedia, and other searching 
engines gave results showing each apps' official website, national program introduction 
of each country or universities and detailed explanation as well as comparison of each 
kind of technology used by those digital contact tracing apps. Other researchers focused 
on digital contact tracing have published many research papers in the recent year to 
analyze the design, effectiveness, and cause of success or failure of these digital contact 
tracing apps, which share a variety of views and provide reference materials (Cencetti et 
al., 2021) (Rekanar et al., 2021). Besides, the Reddit, Google Play store, AppStore also 
demonstrate many actual user reviews about each Contact tracing App's usability 





The survey is an important data collection method get responses to designed questions 
from a sample population. There are five questions to understand the user impression on 
each contact tracing app. The same survey questions  were used for all the to facilitate 
easy comparison of the characteristics, satisfying ratio, and usage of all the apps. All the 
survey participants are actual users of one of those chosen Contact tracing apps for more 
than one month. Their ages, smartphone operating software, degree of satisfaction may 
influence their impression of the App they use. Here are the survey questions:   
SURVEY QUESTIONS 
• Where do you learn of the App? 
• How often do you use the App? 
• What are the three functions of the App you use frequently? 
• Do you think the App is helpful to control the spread of the Covid-19? Why or 
Why not? 
• What do you like or dislike about the App? 




Interviews allow for the capture of richer information and nuances, that may not be 




contact tracing apps, users were interviewed to gain a more nuanced understanding. In 
addition, for this study they are organized for some product managers, program 
authorities to learn more about the apps or programs. Although each App or program's 
official website explains the design and essential functions, the story behind the 
programs, their future development plans, their view of user demands, and the actual 
effectiveness is best discovered by interviews. Each interview followed a specific set of 
questions, and included video recording, and post-interview discussion. These interviews 














Government (Country, State, Local, City) 
Contact tracing tools  
China's health code 
Since the outbreak of the Covid-19 in China in January 2020, the prevention and control 
of the Covid-19 need to restrict the movement of the citizens to control the nationwide 
infection, but companies need employees to return to work as soon as possible after the 
Spring Festival holiday and required two weeks working at home. When facing the 
dilemma between Covid-19 infection control and resumption of average production and 
living life, various provinces and cities in China have successively introduced health 
code, a mini-app on the smartphone relying on digital technology to track and manage the 
movement of people accurately. 
On February 11, 2020, Zhejiang Province took the lead in launching the health code with 
Alipay. Two weeks later, the health code was fully covered in seven provinces and cities, 
including Zhejiang, Sichuan, Chongqing, and Shanghai (2020). Finally, in response to 
differences in prevention and control Covid-19 situations and policies in various regions, 
the national government service platform launched the "Health Information Code" to all 
provinces with the national standard. The health code is a three-color dynamic code with 




governments is automatically reviewed and generated according to the user's independent 
declaration and infection control big data. It is used as a digital health certificate during 
the epidemic period. It can be used to pass through public transportation, subway, 
community, office space, medical insurance payment, shopping mall, supermarket, 
airport station, and other places. Once the user contacts an infected person in a particular 
place, the green code will turn yellow or red, and the person should be required by the 
public health department to do self-isolation. 
The health code plays the following roles: 
1. For the national public health department, the health code platform can realize 
community staff registration, return to work registration, health self-examination report, 
fever clinic inquiry, mask appointment purchase, online payment, real-time Covid-19 
related information release, and other services, which have improved the great contact 
tracing work. The Health Kit efficiently simplifies the information collection process and 
technically eliminates repeated information requirements. 
2. For the government, the health code platform has established a unified standard, which 
can solve the problems of inconsistency and cross-unavailability of various information 
declarations by enterprises, communities, and schools in various regions. It helps to 
timely grasp the dynamic situation, find a better balance between the Covid-19 
prevention and economic and social activities recovery. 
3. For the public, there is no need to fill in some health information forms repeatedly. 




filled digital health information presents the code not only can be used to health status 
check anywhere but also can understand personal infection danger. 
The user of the Health Kit is all Chinese citizens, so the interviews with two Chinese 
people will show the user's impression of the Health Kit. Both of the interview 
participants learned of the App when they went to public places and were required to use 
the Health Kit to prove their health status from March 2020. They use the App many 
times every day. When they take a taxi, go to the company, have meals at restaurants, 
they are required by the taxi driver, restaurant owner, and office security officer to scan 
the QR code with the Health Kit. When talking about the effect of the App, Jiaxin Chen 
said most citizens may not see the tremendous influence behind the App but just 
complain about the "one more thing" required by the government. She knows that the 
App focuses more on the Covid-19 patients' movement history tracing and indeed helps 
the public health department to find close contacts quickly and accurately. Haoyang 
Wang loves the electronic version Covid-19 testing report, which can be synchronized to 
the App. But he thinks that the App may not require the user to confirm its user 
agreement document on the pop-up window on the homepage every time using the App. 
Jiaxin recommends that the mini-app should let the user determine the display sequence 
of all the functions. Some functions with shallow usage rate or even 0 are displayed in the 
front. If some low usage functions can be hidden on the App's first page and only the 





Chinese people scan the Health Kit by themselves, but there is another small app that can 
provide people's recent two-week movement path automatically. It is the Telecom 
movement of big data (2020). The App can show all the cities and countries the user went 
to in the last two weeks with a telecom signal and represent the potential infection danger 
with a similar three-color code. It works together with the Health Kit to track potential 
Covid-19 patients' movement from cities to specific public places. 
 
COVID Watch Arizona 
Covid Watch by WeHealth is the exposure notification app for the state of Arizona. The 
university, in partnership with Arizona, is the first university to adopt covid watch 
Arizona, which is currently one of the first fully anonymous exposure alert applications 
in the United States (2020). Covid watch was initially been an independent research 
collaboration between students from Stanford University and the University of Waterloo 
(2020). It was the first team in the world to publish a white paper to develop and open the 
completely anonymous Bluetooth exposure alert protocol CEN protocol. Later, in early 
March 2020, it cooperated with CoEpi and renamed it TCN Protocol (2021). It also uses 
random and anonymous numbers via secure Bluetooth signal exchange to determine the 
proximity and contact time of a smartphone with covid watch Arizona installed. 
Proximity how long and how close an application user is exposed to the potential patient 
will determine its potential exposure level. COVID Watch Arizona users can access their 
risk levels in their application dashboards at any time and get guidance on what to do 




personal information or location tracking and developed by over 500 volunteers and 
experts founded by the Arizona alumna organization. 
Compared with other App, COVID Watch provide an option to stop sharing app statistics 
at any time. By turn off the service, the user can still receive exposure notifications. 
When reading the GooglePlay reviews of the App, many people are not satisfied with the 
few downloads, so that it can not carry out the contact tracing work. Besides, statewide 
reports are not available for the App, so maybe it is limited to users in the University of 
Arizona (UA) and Northern Arizona University (NAU) campus (2021). It needs more 
time and development to gain more users, extend using facilities and improve usability in 
the future. 
 
Contact tracing programs 
Vietnam contact tracing program 
Same as South Korea, Vietnam learned a lot about epidemics from previous SARS-CoV-
1 in 2003 and bird flu(H5N1) in 2004 (Tan, 2021). It reported 1465 Covid-19 patients 
and 35 death, which is a great success in a country with a 96.46 million population. The 
Vietnam health department adopts a contact tracing program based on degrees combine 
with contact tracing apps to realize the extensive contact tracing work in the country. 
Among the contact tracing program in Vietnam, a confirmed positive patient is identified 
F0 (Pollack et al., 2021). The local health department, health professionals, security 




been in Contact in the previous 14 days. Close contacts found by them will be identified 
as F1 degree. An F1 person will be in isolation at a local hospital if he gets a positive 
testing result, or he also needs to be quarantined at a government-run quarantine center 
for 14 days. Close contacts of the previously identified close contacts (F2s) are required 
to self-isolate at home for 14 days. Compared with other countries, Vietnam identifies 
and quarantined suspected cases based on their epidemiological risk of infection, not 
whether they exhibited symptoms. 
Vietnam has an official application from the Ministry of Health and the Ministry of 
Information and Communications, NCOVI. It helps people to make voluntary medical 
declarations, update their daily health status and provide information about suspected 
cases of Covid-19 in their living areas. It is also a national channel to disseminate the 
COVID-19 epidemic situation as well as health recommendations to citizens (2020). 
Another app developed by a Vietnam cybersecurity company BKAV, called BlueZone, 
has more than 2 million users on August 2, 2020. It is a real contact tracing app to 
minimize the spread of Covid-19. The health department will send positive tested patient 
information to a smartphone with BlueZone. The App will compare the user's recent 14 
days location history with the patient. It is anonymous to everyone except the local health 
department (Umeda, 2020). The government of Vietnam published a decree to manage 
digital sharing and protect user privacy during the epidemic as well.  
 




In England, there is a system managed by the National Health Service to identify people 
who have been in close Contact with the person who tests positive in the Covid-19 test. 
The National Health Service is the umbrella term in England which provides a series of 
medical and health services to the public without any cost. If a patient receives a positive 
Covid-19 test result, he will be contacted by email, text, or phone by NHS Test and Trace 
and be asked questions about his recently close contactors as well as where he recently 
has been. Some example questions that may be asked for contact tracing are name, date 
of birth, postcode, live with other people or not, recently placed the patient has been and 
personal information about people who were in close Contact with the patient 48 hours 
before the test (Department of Health and Social Care, 2021). Those close contactors 
must stay at home for ten days from the last point meeting with the patient, or they will 
suffer fines ranging from £1,000 to £10,000. NHS promises that no one who is contacted 
will be told the patient's identity, and all the information provided by the patient is 
confidential. The patient can decide if he wants to use the NHS Covid-19 app to alert 
other app users close to you about their potential risk (2020). But in fact, in England, 
complying with requests from contact tracers is only the public's "civic duty," not 
mandatory policy. The char of the NHS Test and Trace service Dido Harding said that 
15 % of positive Covid-19 testing patients had not provided details about people they 
were close to, and 15% were not reached (Triggle, Schraer, &amp; Kemp, 2020). 
Sometimes those patients' email and phone numbers are wrong, or they refuse to answer 
any questions about who they have been with and where they have been to. The 
government also found that only 18% of people who tested positive went into isolation, 




Public Accounts Committee said the test-and-trace would cost £37bn over two years from 
the taxpayers, even more than £6000 per day on some private consultants. But people 
who accept self-isolation at home lack funding support (BBC, 2021). Overall, the 
performance did not achieve the expectation. In some areas, just half of those close 
contacts have been reached. 
 
How Iceland Handles Contact Tracing 
Iceland has one of the highest Covid-19 infection rates In Europe in the early stages of 
the Covid-19 spread crisis, which has 513 cases per 100,000 people. Unlike other 
countries, the island government took movements quickly and effectively to control the 
rising infection rates. The successful halting of the Covid-19 spread should be credited to 
a smartphone app's help, citizens' trust in the government, and governments' politicians' 
trust in professional scientists (Palmason &amp; Garcia-Navarro, 2020). Iceland worked 
with a homegrown biotech company DeCode Genetics and developed a contact tracing 
app called Ranking C-19 to identify people who have been close to the Covid-19 patient. 
Compared with other contact tracing apps in the US, this App collects the user's location 
data and stored locally on the user's smartphone under the strictest privacy standards. The 
user must allow the App the have access to the device location at all times. Only when 
the user is identified as a Covid-19 patient, the Department of Civil Protection and 
Emergency Management's Contact Tracing Team will send a request through the App the 
ask for sharing data with them (The Directorate of Health and The Department of Civil 




data will be released for tracing purposes to avoid infection. Otherwise, the data may be 
stored for at most 14 days on the device. The App has been used by around 40% of 
Iceland's citizens. Although people are not required to use the App, people in quarantine 
and isolation are required to check in with their local health care providers daily. The 
collection of user data is supported by local laws and government. The Act on Health 
Security and Communicable Diseases Article 3 regulates the country's responses to 
epidemics and the responsibility of the Chief epidemiologist to access people's health 
record information as well as be made that information unidentifiable. Article 7 states 
that if a person dies not to comply with measures to stop the spread, the Chief 
Epidemiologist may request help from the police (Hofverberg, 2020). Thorolfur 
Gudnason, the Chief Epidemiologist, said that Iceland's chief scientists hold a uniquely 
powerful position within the government's crisis response team, even can close the 
country without the minister's permission (Kelly-Linden, 2020). Therefore, by June 2020, 
Iceland has the lowest Covid-19 death rate and the smallest number of a new patient 
while activities are as usual and schools are still open. "Screening and contact tracing can 
be done in any corner of the world that uses modern technology like smartphone apps. 
Anyone can do this," says Decode founder Kari Stefansson ("Iceland Contact Tracing", 
2021). 
 
Singapore's contact tracing policies 
In June 2020, the government of Singapore published the TraceTogether Programme as 




TraceTogether App and TraceTogether Token. It is developed by the Ministry of Health 
and Government Technology Agency (GovTech) of Singapore. The goal of the program 
is to identify people who may have been in close Contact with Covid-19 patients, even 
strangers in public places automatically. From the technical side, TraceTogether uses 
received signal strength indicator (RSSI) values to measure the signal strength between 
TraceTogether devices and estimate the approximate duration of an encounter 
("TraceTogether Programme – TraceTogether FAQs", 2021). It is beneficial when the 
infected person does not know all the people who have been in close proximity with for 
an extended duration. It provides a smartphone app as well as a physical token for people 
who may not own or prefer not to use a smartphone, so it is user-friendly to all age 
groups. This program does not collect user's location data but 25 days' Bluetooth data for 
the Ministry of Health. It says the user's personal information is stored in a secured server 
and created temporary IDs for information exchange between phones. The government of 
Singapore refused to use the Apple-Google exposure notifications like other country 
governments' preference because they want to acquire more detailed information about 
the infection in a more centralized way. 80% of the population in Singapore are using the 
program. The high usage rate may attribute to some mandatory check-ins at workplaces, 
airports, shops, cinemas by the government since December 2020. The senior director, 
Jason Bay, said that more than 10% of contacts identified by the TraceTogether program 
turned positive during quarantine which shows the successful result of the program (Lee, 
2020). Reflecting the success of control Covid-19, the World Economic Forum decided 




the other side, a senior official said that Singapore police would be able to access the 
collected data by the TraceTogther Program for criminal investigations (Sato, 2021). 
 
South Korea Contact tracing program 
By May 13, 2020, there are 10962 covid-19 cases have been reported to the South 
Korean government. However, the Covid-19 infection rate of this country is only 8%, 
which is much lower compared with other countries 50%. The contact tracing program in 
South Korea plays a significant role in reaching the achievement. 
South Koran learned a lot of experience from its brutal campaign fought with the Middle 
East Respiratory Syndrome (MERS) in 2015. Fourteen thousand cases and 300 deaths 
pushed the country to develop its contact investigation techniques system. South Korea's 
public health system has national governance, 17 regional public health governments, and 
254 local health centers. Summing up the experience of MERS, the South Korean 
government published a law which allows the public health department to use medical 
facility using history, credit card transaction history, mobile phone signal location, and 
data from CCTV to track the potentially infected people's movement ("Contact 
Transmission of COVID-19 in South Korea: Novel Investigation Techniques for Tracing 
Contacts", 2020). Those ways for tracing people need help from the national police, 
medical insurance companies, and financial service committee. Medical facilities using 
history can estimate the clinical symptoms and initial symptoms of the infectious disease. 
Mobile phone signal location and credit card transaction history helps to affirm the 




other respiratory diseases. In addition to those techniques, national officers also joined 
the excellent contact tracing work. 305 government-designated Epidemics Intelligence 
Service (EIS) officers make phone calls to Covid-19 patients with human resources. They 
cross-check the patients' testimony and remind them of the possibility of up to $18,000 
fine or be sent to prison for up to two years with fake information. But ordinary citizens 
support the strict contact tracing by the government and feel relief (Lewis, 2020).  Kwon 
Soon man, a public health professor at Seoul National University, said that South 
Koreans have a kind of pressure that people should not harm their neighbor because of 
their potential infectious disease danger, so they all support the aggressive Contact 
tracing with the expense of privacy (Kate Lee, 2020). However, the former CDC director 
of South Korea, Jung, also mentioned that not all countries could do those thorough 
investigations on patients. South Korea has a smaller absolute number of cases, enough 
national funding, previous experience with infectious diseases, and, more importantly, the 
social norm (Lee, 2020). People agree to sacrifice their privacy to exchange for 
comprehensive investigations of Covid-19, which is unimaginable in western countries. 
The tacit understanding from the citizens supports the nation's contact tracing program 
and provides a successful blueprint to the western world. 
 
Australia national contact tracing program 
 Australian government published a review of Covid-19 contact tracing and outbreak 
management systems in Australia, National Contact Tracing Review. The chapter about 




speed of the patient information gathering process and digital case management for 
reducing the elapsed time to notify close contacts as well as providing more efficient 
daily management. As for attendance app, some states offer their check-in app, such as 
ACT Health's CHECK-IN CBR and CHECK-IN QLD, for providing digital attendance 
recording in order to help the regional contact tracing efforts. For example, the ACT 
health department requires people to scan the CBR QR code by their smartphone or type 
in a six-digit number to record their attendance when they see a Check-In CBR QR code 
at any public places ("Information for customers of CBR app," 2021). The application 
records the date and time stamp and where you checked in and sends this information to 
the ACT Health department. This information will be deleted in 28 days. If a confirmed 
case of covid-19 is found in the community, the ACT Health department contact tracking 
team can access this information. Only ACT Health, not any business or venue, has 
access to those data. Everyone who is older than 16 years old will be mandatory to check 
in when they enter restricted public places since March 6, 2021, at ACT. Queensland 
requires to check in with their digital check-in app mandatorily from May 2021 
(McGhee, 2021). The Australian Commonwealth Government also developed a 
proximity tracing app called COVIDSafe. It does not record personal location but using 
Bluetooth to exchange data with another user instead. The health department may find 
potential close contacts with the App's 21 days data. By October 2020, there were at least 
7 million people who download and register the App, but only 17 close contacts were 
found with the help of the App. Opposition health spokesman Chris Bowen said as an app 
costing $70 million and providing services to a country with 27520 Covid-19 cases. It 




concerns on the App. After solving some privacy issues, released the Attorney General 
privacy impact assessment report, and answering some privacy concerns about the app 
platforms, the government published the Privacy Amendment (Public Health Contact 
Information) Bill 2020 to restrict the data collection, accessing and store especially for 
the COVID Safe app ("COVIDSafe - Wikipedia", 2021). However, in November 2020, 
Australia's intelligence agencies have been caught "indecently" collecting data from the 
country's Covid Safe contact tracking app in the first six months of its release by the 
Australian government's inspector general for the intelligence community (Whittaker, 
2020). 
In addition, Queensland Government publishes active contact tracing alerts weekly from 
their official website, which shows the intuitive effect of Covid-19 contact tracing work 
("Contact tracing Alerts— coronavirus (COVID-19)", 2021). The alert is consist of data, 
place, suburb, arrival time, and departure of each location where Covid-19 patient has 
been to. It is also ranked by close contacts (people who have been to those places need 
quarantine for 14 days and complete the contact tracing self-assessment), historical casual 
contacts (need tests if unwell), causal contacts (people need to get tested immediately and 
quarantine until get a negative result) and low-risk contacts (just monitor for symptoms). 
It shows each potential risk area clearly and gives a reminder to people who have been to 
those places. It also demonstrates the high risk of going to public places, which is helpful 






CDC roles during the contact tracing in the US 
CDC is an agency of the U.S. Department of health and human services. As an 
administrative agency of the U.S. federal government, it provides reliable information for 
the protection of public health and safety and promotes health decision-making and 
citizen health through a strong partnership with national health departments and other 
organizations. The role of the CDC in contact tracing is supporting, providing guidance 
to the State, Tribal, Local, Territorial (STLT) health department launching Contact 
tracing programs and making different health-related agencies, academia, and other 
organizations' cooperation ("Contact Tracing", 2021). CDC provides funding from the 
CDC Foundation to hire local staff to improve CTLT jurisdictions' Covid-19 contact 
tracing efforts. CDC's Covid-19 Response and Division of STD Prevention supports 
Covid-19 training contact tracing workforce with National Network Disease Intervention 
Training Centers (NNDITC) and the Association of State and Territorial Health Officials 
(ASTHO) ("Frequently Asked Questions of COVID-19", 2021). Anyone managing 
contact tracing or case investigation from a variety of settings may have the chance to 
join the free training about Covid-19 contact tracing knowledge-based and skills-based 
training ("Training and Workforce Development for COVID-19 Case Investigation and 
Contact Tracing", 2021).  
The two digital tools CDC admitted are Case management tools and Proximity 
tracing/exposure notification tools ("Contact Tracing: Using Digital Tools", 2021). Case 
management tools help health departments to manage the information they receive from 




automatically. Text messages, phone calls, and emails from the health department to the 
potential close contacts are some standard features of case management tools. Besides, 
apps and other technologies installed on each person's smart device, which can receive 
alerts from data transformation with other person belong to the Proximity 
tracing/exposure notification tools. Those tools may ask for user's location by Bluetooth 
or GPS and participate in their local health department's follow-up and symptom 
monitoring process. CDC says there will not be a national app for contact tracing, just 
like many other countries ("Digital Contact Tracing Tools", 2021). But each state and 
individuals have the right to organize or join this kind of contact tracing app. As a result, 
there are many contacts tracing smart apps developed by states, technology companies, 
universities serving in a specific region rather than a general app with national 
certification. In addition, CDC's guideline indicates that individuals are not required to 
download an app the gives information for Contact tracing for Covid-19, while other 
countries are trying to let more population using the Contact tracing App or mandatorily 
in the nation. CDC explains that case management tools using by health departments will 
make Contact tracing more efficient without the need to download any apps on phones. 
In fact, several states are trying to develop their own exposure notification tools or 
contact tracing apps as pilot projects since July 2020. 
 
 
Organizations (University, Companies) 




Ohio State University Health Check 
Ohio State University requires students and staff to report their daily temperature and 
potential symptoms each day they come to campus or work in the community on behalf 
of the university. The daily check of all on-campus people helps the university to identify 
any possible Covid-19 patients and prevent Covid-19 transmission on campus ("Daily 
Health Check — Safe and Healthy Buckeyes | Ohio State", 2020). The form resets every 
18 hours, and people can report their health status from both the Ohio State app or 
compass.osu.edu website. The user will receive a daily health passport with Red or Green 
color after they record their daily health status. Since January 31, students who do not 
complete their required weekly testing will also get a red passport on the App. Students 
and staff who do not receive a green pass from their daily health report are not permitted 
to enter the campus or report to work. Only a limited number of designated 
administrators from the university have access to see whether each student needs to stay 
at home or be permitted to the campus rather than having access to see the symptoms 
reported by students. Managers who work on campus can see the Daily Health Report 
completion status of their team after getting approvals. Not all school buildings require to 
check the Daily Health Report result but access to the recreation facilities needs to show 
the green status. The university says that the data is protected by their institutional data 
policy and privacy principles. 
Qihang Zeng, a second-year graduate student at the Ohio State University, accepted to 
have an interview about his user impression of the university digital Daily Health Report. 




compass.osu.edu website. In addition to daily health status recording, he uses it twice a 
week when he goes to the gym. He thinks the Daily Health Report does not have a 
significant impact on the Covid-19 prevention because he is not sure if everyone records 
his actual health status. It is estimated that many people fill in the temperature honestly. 
But he is suspicious of the reality of each students' temperature record because all the 
records are filled in by students themselves, so he doesn't like the Daily Health Report. 
The only thing that makes him happy is that there is no need to prove the hand-filled 
temperature with the help of the Daily Health Report, and all the questions in the report 
are shot and do not affect his daily activities. The Daily Health Report doesn't provide 
any assistance to the campus contact tracing, but it represents a kind of digital App that 
highly relies on the individual's personal willingness and integrity. Some users may be 
satisfied with the easy process and simple functions of this kind of digital App, but 




HallPass is a web-based application developed by the Reese Innovation Lab funding by 
UNC-Chapel Hill. It works with the Carolina Together Testing Program and helps to 
provide Covid-19 testing reminders, informs, registration, and off-line check-in services 
(2021). Students and faculties of UNC-Chapel Hill need to log in to HallPass by their 
ONYEN account and register their account with their current phone number and address. 




the subsequent testing, and testing reminders when they need the next testing. Users of 
HallPass also need to show their testing reservation code on the HallPass to the testing 
center on campus. After that, they will receive their testing result scanned to the HallPass 
and a text message reminder to check the result. Once the user gets a positive testing 
result, Campus Health will receive the essential and necessary information and try to do 
contact tracing work. HallPass follows HIPAA and FERPA data protocols to ensure data 
security and risk assessment. The system uses the latest industry-standard security 
protocol and protects the member data with ongoing security checks and audits of the 
system. 
King, Steven Timothy, the head of the Reese Innovation Lab, answered more questions 
and concerns about the HallPass web-based application. The original goal of the HallPass 
was to develop an app which can help students manage their testing reservation and 
provide testing reminders. With the help of HallPass, users can make a testing reservation 
with few processes easily and check in at the testing center quickly without waiting in 
line at each testing center or bring any paper-based reservation certification. Mr. King is 
very proud of his team because they completed the whole application development in 
only 82 days after receiving the demand from UNC Campus Health. The Reese 
Innovation Lab has many team members who are still undergraduate or graduate students 
studying on the UNC campus. Thus they can get real students' user demands and 
potential problems. They also learn much from other universities' Covid-19 smart App 
and ask for suggestions on the Reddit UNC blog to reach more students' needs. Some 




King replied to all of them sincerely. After collecting all the demand information, the 
team started to iterate their application for many versions. Mr. King said that his team 
would focus on current version debugging until new requirements come out, such as a 
vaccine, then they may add new functions. Their greatest weakness which they have been 
encountered, was how to deal with a large amount of data and how to meet the essential 
requirement in a limited time. Fortunately, with the help of their previous development 
experience and all members' effort, they solved the problem and provided the convenient 
testing reservation data management application to the UNC students and staff. HallPass 
is only an application that works on the testing appointment schedule, but it can't access 
any user's accurate health information data. It just helps to manage the data but doesn't 
view the data. Thus, it protects the user's health privacy but is not designed for campus 
contact tracing. Besides, Mr. King indicated that HallPass would not launch a smartphone 
app version because there are too many UNC service apps. Students may not want to 
install any new apps anymore. 
Most HallPass users are UNC-Chapel Hill undergraduate students who still need to take 
part in on-campus courses. Simon Nong is a second-year undergraduate student of UNC-
Chapel Hill, and he shares his impression on the HallPass application. HallPass is 
required to use by the UNC-Chapel Hill Carolina Together Testing Program, so he started 
to use it when he received an email about HallPass at the beginning of the Spring 2021 
semester. He uses the application twice a week when he wants to make a testing 
appointment and show his appointment bar-code at the testing center. In his opinion, 




testing results as well as the following required testing date.  He agrees that the 
application helps to remind students to do regular testing, but he thinks the UNC Covid-
19 Community Standard and policies are more important to control the spread of the 
Covid-19.  He is satisfied with the service offered by the application, but he also finds a 
problem with it. He indicates that the application does not classify each group of students 
very clearly. For example, on-campus students need two tests per week, and the off-
campus student just needs one time per week. He lives on campus, but it just asks him to 
go to the test one time per week. It does not work well to check the students' testing 
responsibility. One week he did not go to do any test, but there is no warning or bad 
result showing on the App. His response proves that there are still regulation bugs on the 
application which need to be fixed.  
 
Apple and Google Exposure Notifications System API 
On April 10, 2020, Google and Apple decided to provide an Exposure Notification 
solution with Bluetooth technology to help the Contact tracing for individuals. Once 
enabled, the user's device will send a beacon via Bluetooth with random numbers as a 
Bluetooth identifier. The beacons are not tied with the user's identity and will change 
every 10-20 minutes to provide privacy protection. When another phone receives another 
beacon, it will record and store the beacon on the device. Every day the system will 
download a least of the beacon, which belongs to people who are confirmed as Covid-19 
patients. Then the device will check if its stored beacons match any of the downloaded 




about his recent close contact danger and be suggested to take the next step of testing. 
The specific goal of exposure notification is to inform quickly, which is particularly 
important to slow down the spread of the virus, which can spread asymptotically. "We're 
not building applications, and we're building public health organizations that integrate 
APIs into applications that people install themselves. Our technology is designed to make 
these applications work better. Each user can decide whether to select "exposure 
notification"; the system will not collect or use the location from the device; if a person is 
diagnosed with Covid-19, they will decide whether to report in the public health 
application. "Google and Apple said in a joint statement. The exposure notifications 
system (ENS) API framework that countries and states can use to develop applications, as 
well as the built-in / out-of-the-box exposure notifications express. (EN express) 
applications are offered by the two tech giants (Panthagani, 2021). These products allow 
countries and states to develop and use applications faster, easier, and cheaper. Some 
countries and states use the Exposure Notifications System API to develop their own 
exposure notification app, such as Australia, Brazil, Canada, Finland, Michigan, North 
Carolina, Nevada. Later in September 2020, Google and Apple are starting to offer built-
in / out-of-the-box EN Express exposure notification applications to governments. Apple 
iPhone users who choose countries or regions to join EN Express only need to turn on the 
function in their settings. For Android users, Google has customized benchmark exposure 
notification applications, which can then be installed. In countries and states with 
exposure notification systems, all higher education institutions need to do is recognize 
and support them on campus. CA Notify, a Contact tracing app launched by California's 




Exposure Notification system first announced (Clark, 2020). In fact, the ENS API is only 
used by public health agencies and can only be used for covid-19. Not only can any 
developer access this API and implement it in their application. In the long run, the two 
companies said they were still exploring the possibility of allowing health authorities to 
send exposure notifications without an app (Miller & Miller, 2020). 
Keran Zu, an iPhone user who lives in California, shows his impression of the Exposure 
Notifications System in his daily life. He didn't know anything about the big project 
announced by the two big companies until one day, his iPhone reminded him to turn on 
the "Exposure Notifications" and give it notification permission after the system 
upgrades. Then he started to know about the service. His iPhone's Exposure Notification 
system often helps him to exposure log status and sharing Covid-19 diagnosis, but he 
doesn't know the theory behind the system or make any changes. He doesn't think it 
helped me stay away from the infection. He has never received any reminder that people 
around him were infected. In his view, even if someone is infected, he or she may not 
remember or willing to share the information about his/her diagnosis result in the 
"exposure notice." Although he thinks the service doesn't need any settings because all he 
needs to do is to turn it on, he is worried about the long-time battery power consumption 
by the always-on Bluetooth required by the service. He suggests that the user should be 
automatically reminded when he was close to a Covid-19 patient instead of being notified 
when the exposure exceeds the standards of the public health management agency. Other 
users on Reddit also mentioned that they have never received any Exposure Notification 




privacy and believe that this kind of App should be developed by some national health 
department like CDC rather than any commercial corporations. 
 
NOVID 
NOVID, which is developed by a Carnegie Mellon University, called itself the most 
accurate Contact tracing App. It is the first App that can demonstrate the distance 
accuracy required to perform contact tracing without significant false positives in the 
world. Some systematic experiment proves that the correct interaction rate classified by 
the App is 99.8% (Payne, 2020). Its technology base is Bluetooth, Ultrasound, which is 
never seen on other Contact tracing apps and WIFI (2020). The NOVID purposes that 
each person's connections are a distance friend degree. Those distance friend degrees 
connect with each other, become a part of the broader social network. If someone shows 
symptomatic, exposed, positive, and even vaccinated users in the whole network, the 
NOVID will update notification about the real-time status of the person and his degree 
distance from you. The degree of distance may reflect the possibility of your infection 
rate. It does not collect any user personal information. Its community management side 
can see the cases and exposure trends in the community, which is easy to be adopted in 
schools, universities, and cities worldwide. It works with Georgia Tech, UW-Milwaukee 
and has campus ambassadors at many schools in the US (Burakoff, 2020). Mayor of the 
City of Santa Fe, Webber, said that NOVID builds a warning system with its radar to 




4.4. Many reviews mentioned its good battery usage during working in the background 
and continues updating to improve its usability (2021) 
 
Contact tracing programs 
New York University contact tracing 
 New York City was the epicenter of the Covid-19 infection outbreak in the US in Spring 
2020. Between March and May in 2020, approximately 203,000 laboratory-confirmed 
cases of Covid-19 were reported to the New York Coty Department of Health and Mental 
Hygiene (DOHMH) (Thompson et al., 2020). The overall death rate among confirmed 
Covid-19 cases was 9.2%. NYC suffered a lot from the first outbreak wave of Covid-19. 
Even if the New York State's Covid-19 guidelines are relaxed, New York University 
remains cautious due to a variety of factors, including the high testing positive rate in 
NYC, university public health experts' concerns about lifting restrictions, the prevalence 
of highly transmissible variants, and vaccination barriers temporarily ("Safety and 
Health," 2021). The NYU Covid-19 Prevention and Response Team collaborates with the 
NYC testing and tracking company to do the contact tracing within the NYU community, 
including identifying people with Covid-19 cases and people who have contacted and 
working with those cases to interrupt the Covid-19 infection. When students or 
employees get a positive testing result, both students and CPRT will be informed of the 
test result ("Contact Tracing," 2021). CPRT will contact students or staff immediately but 




(protecting the privacy of academic records) federal laws. For students, CPRT will assess 
their housing conditions, arranges student isolation (whether in NYU housing or off 
campus), guide the rule and requirements of student isolation and deactivate the students' 
ID card to prevent him access to NYU facilities temporarily. Contact tracking will be 
started immediately after the person with positive test results is determined. The NYC 
health department was informed of the positive cases and the process being taken to track 
contacts. CPRT handles contact tracking within the NYU community; NYC handles all 
off-campus activities outside the NYU community. The CPRT contact tracking team will 
contact people in the NYU community who are considered to be close contacts and 
inform them that they are close contacts with people who are favorable for the covid-19 
test. According to the DOHMH standard of New York City, close contacts are required to 
be isolated for 14 days. 
Besides, all NYU students, faculty, employees, branches, visitors, and suppliers who are 
approved to enter the academic and administrative building of NYU must complete a 
daily questionnaire called " Daily COVID-19 Screener for Campus Access " prior to 
leaving for campus. The questionnaire can be accessed through NYU mobile or on the 
computer. With the NYU mobile app (Apple and Android), it's easiest to answer these 
short questions on a PC. After completing the daily screening process, you will receive a 
green "pass" to enter the NYU building or a red "fail" and be instructed not to enter the 
NYU building. The confirmation will be sent to you by email and must be presented to 
the public security officer at the entrance of the building in the form of a telephone 




access to see this test result and building access status ("Daily COVID-19 Screener for 
Campus Access", 2021).  
 
John Hopkins University contact tracing program and training 
John Hopkins University has a world-famous public health major and developed medical 
facilities, so its strategy and programs on contact tracing attract people's attention. 
Positive individuals will be contacted by health care personnel for guidance on self-
isolation, symptom monitoring, and general health advice. Positive test results (as 
required by law) will be reported to the Maryland Department of Health, which will be 
responsible for the relevant extensive contact tracking. In addition, as part of their own 
investigation, contact analysis, notification process (ICAN), the JHCC will contact 
positive test members on-campus activities and conduct short interviews with other JHU 
members to help determine that other JHU members may have been exposed by JHU 
members or JHU related environments ("Health + Safety," 2021). Students who are asked 
to quarantine will be reported to student affairs as "off duty" unless they provide consent 
to provide additional information. JHCC will not share data for disciplinary purposes. But 
during the contact investigation, patients' behaviors such as lying, omitting, or providing 
false information violated the code of conduct for students. 
Starting from August 26, 2020, individuals returning to the JHU campus are required to 
complete their daily health check-ups by using the mobile app/website named 




symptoms and/or exposure risk. The answer will show the status of the campus pass, 
which will be used to grant/deny the campus pass ("Monitoring Symptoms," 2021). The 
campus pass will be invalid in 12 hours. People may not report to the campus unless they 
have a green campus pass. For those campus spaces that choose to use this application to 
manage density (such as laboratories and research areas), users may need to scan QR 
codes to ensure that capacity limits are met. Students and staff also can use Maryland's 
official Contact tracing App, MD COVID Alert, but using it is entirely voluntary. It is 
independent of JUH's authorization, so it will never replace JHU's Prodensity health 
check and JHU contact tracing work. 
John Hopkins University medical school established a CORONAVIROUS RESOURCE 
CENTER to provide tracking guidance for the successful implementation of regular and 
digital contact tracing, free guidance and resources, as well as data to track the adoption 
of these efforts in the US and all around the world ("CONTACT TRACING Resources 
and Expert Guidance for Tracing the COVID-19 Pandemic", 2021). For example, they 
provide a Covid-19 contact tracing training course to train contact tracer how to improve 
the work efficiency. Another course teaches students to measure and maximizing the 
impact of their contact tracing program on transmission and strategizing about how to 
increase their program's impact. Those courses have achieved a 98% positive ratio and 
81,028 positive reviews on Coursera, which are very popular among students ("COVID-
19 Contact Tracing About the Course", 2021). JHU gives another way to provide help to 





UNC campus contact tracing program 
UNC-Chapel Hill is ranked No.3 in Best Medical Schools: Primary Care and No.24 in 
Best Medical Schools: Research from the usnews.com. The policies, actions, and 
standards released by UNC-Chapel Hill may play an exemplary role to other universities 
and give a particular guideline for UNC campus digital contact tracing design. 
UNC Campus Health defines that individuals who maintained a physical distance of at 
least six feet in a classroom or gathering place are not usually considered close Contact 
("COVID Testing and Tracing | Campus Health", 2021). UNC Campus Health led to 
composing the Covid-19 Community Standard, which defined the testing, tracing, and 
quarantine/isolation requirements for UNC students and staff. If any student or campus 
staff receives a positive Covid-19 testing result from Campus Health, someone from 
Campus Health will contact him to ask for some information as far as the infectious 
period, which he might have been around. Honest response from the individual with the 
positive testing result will help the campus identify others who may be close contacts 
during the infectious period and connect the person with other university departments to 
initiate his housing, treatment during the quarantine period. Email medical monitory will 
also be offered to the person. Other close contacts will also be contacted by Campus 
Health and Orange Country Health Department to be given the proper resources and help. 
Refusing or failing to participate in contact tracing is grounds for disciplinary action. All 
students, staff, and faculty are required to update ConnectCarolina with your current and 




information in a timely manner ("COVID-19 Contact Tracing - Carolina Together", 
2021). 
After having an interview with Amy Sauls, Director of Pharmacy, and Michelle S. 
Camarena, Director of Nursing and Performance Improvement from UNC Campus 
Health, more detailed actions they have taken and decisions they have made show the 
entire contact tracing program of UNC clearly. UNC Campus Health collaborated early 
on in the pandemic with the Orange County Health Department on a plan to perform case 
investigations and contact tracing for positive students and their contacts. They developed 
a database to help in conducting tracing and monitoring and trained staff and volunteers 
in the role of contact tracers, utilizing the Johns Hopkins contact tracing training course. 
Also, they developed materials in conjunction with campus partners such as dean of 
students, housing, dining, and campus rec in order to meet the specialized needs of 
students on campus. UNC Campus Health worked particularly closely with housing on 
coordinating on-campus isolation and quarantine for students living in on-campus 
housing. Additional collaboration with the dean of students office has taken place to offer 
services for off-campus students. Their subsequent step work will be continuing to work 
with OCHD to update the plan as the pandemic has progressed in the future. The role of 
information technology, particularly from Matthew Mauzy in Emergency Management, 
has been criticized as the need for accurate data and information sharing between 
Campus Health and the OCHD has continued to evolve. Their biggest problem during 
their contact tracing work was how to manage, utilize and store the enormous amount of 




Covid-19 testing appointment tool, helps to check UNC students' weekly testing results 
and make an appointment for the next test, it doesn't have access to the testing result of 
students or finds potential contacts. Thus, their demands for digital tools for contact 
tracing and health information management are very high. When talking about 
developing a contact tracing app for Campus Health, they indicated that this had been 
considered at various points along the way, and students have been encouraged to 
download the App offered by the NC Department of Health and Human Services. 
However, students may not want to download additional apps and worry about privacy as 
well as the accuracy of UNC Campus Health's ability to identify contacts. Thus, they 
focus more on digital Covid-19 case management system to streamline the electronic 
capture and management of data on patients and contacts as well as integrate workflows 
with surveillance systems or other workforce management tools from the health 
department side rather than the individual side (https://www.cdc.gov/coronavirus/2019-
ncov/downloads/digital-contact-tracing.pdf). They mentioned that CDC's guidance said 
current public health measures in the US rely on the individual that is infected to provide 
an accurate account of their contacts, locations they have been, and who might have been 
exposed. They believe that temperature recording and QR code recording are helpful but 
not the dividing factor as to Covid-19 exposure or infection. 
Finally, Orange County Health Department and Campus Health continue to have a strong 
partnership in the tracing space. OCHD is currently performing Contact tracing for 
students living off-campus. They also perform tracing for UNC Staff that live in OCHD 
























Technology / Apps 
Digital contact tracing often adopts a smartphone app as a carrier. People nowadays 
always bring their smartphones with them, so the smartphone is the best way to track 
people with the least cost. Moreover, smartphone build-in technologies like GPS, 
Bluetooth, SMS notification, and WIFI support the service of digital contact tracing.  
Good contact tracing apps often have a large number of users in a certain area in which 
they provide contact tracing services. The higher the user density, the higher the service 
efficiency. These apps should be user-friendly to new users and will not bring any trouble 
to their daily life. For example, in Apple's EN Express, the user doesn't need to install any 
new apps but turn on the service at the system setting. China's Health Code is developed 
on the AliPay and WeChat application structure, so users can find the service easily 
without downloading new apps.  Singapore launched a token for people who do not own 
a smartphone, which is friendly for teens and older adults. In addition, good contact 
tracing apps have adopted several levels of data protection technology and emphasized 
their attention to user's personal information. But they also show their high efficiency of 
Contact tracing with visible achievement to their users. The lower infection rate and 
death rate in some countries which have adopted contact tracing apps have made the 
citizens believe in the positive effect of contact tracing apps. If the public health 




tracing helping protect people  or experiences a real exposure notification provided by the 
app, the citizens may be more willing to trust the app.  But if the user doesn’t directly 
experience positive effects of using the app, despite witnessing  the severity of the 
COVID in their life, the app may be discarded by the user (such as the user impression of 
Apple and Google's Exposure Notifications). The developer and apps' authorities may 
hear more user feedback and do user satisfaction surveys to update their apps and 
improve the usability as well. Users will give their opinions from the other side, which 
sometimes are easily ignored by developers but actually very useful.  
Some contact tracing apps are not popular with their users. One of the reasons may be the 
potential or actual data privacy issues of these apps (such as Australian police may have 
access to the national contact tracing app). Some apps are not real contact tracing apps 
but temperature checks or testing reservation helpers (such as Ohio State University's 
health check).  While these may help keep the population safe (good public health result), 
because the app is not directly helping the user (like alerting to exposure risk), they may 
not feel motivated to use the app. Other technology problems may result in a poor 
usability experience for the user.  Examples include too much battery consumption, too 
many functions permission requesting on the smartphone, and too many interactions 
requiring agreement every time.  
Here are some excellent apps that contain advantages that digital contact tracing 
developers may learn. The China Health Code uses the QR code function from WeChat 
and AliPay apps to record the trace of the user without installing a new app. It doesn’t 




battery energy. The TraceTogether app by Singapore provides token to exchanges 
Bluetooth signals for people who may not own or do not want to use the smartphone, 
which is friendly to all aged users. The NOVID and the TraceTogether use technologies 
to send exposure notifications and the estimated degree or distance to the potential 
Covid-19 patient, which increase the accuracy of contact tracing and give the user a 
better sense of health security. COVID Watch in Arizona provides an option to stop 
sharing app statistics at any time while you can receive exposure notification. If more 
areas support it, it will be a better contact tracing app. 
 
Programs 
Most countries have already realized the efficacy of digital contact tracing. Thus, they 
have developed or adopted Contact tracing apps at the national or regional level. 
Regional contact tracing apps may be developed due to particular local demands and 
political system division. National contract tracing apps provide extended service areas 
and a more significant number of users, which can increase the accuracy, efficiency, and 
endurance of contact tracing. 
Some Asian countries with high population density like China, South Korea, Vietnam, 
and Singapore have demonstrated successful Contact tracing programs, as seen by the 
lower infection rates and death rates compared to many developed western countries. 
Here are some good features of their contact tracing programs. Those countries have 
challenging fighting experience with previous infectious diseases before 2020, so they 




and invested much to construct their national public health system. Their Contact tracing 
programs have arranged different levels of public health and their responsibility for the 
tracing work. In addition, those countries' contact tracing programs ask their citizens to 
use the national contact tracing app mandatorily with the support of health-related laws or 
decrees. With the help of the national program's mandatory requirement, a large number 
of users help the work of contact tracing and won personal safety at the same time. Thus, 
these programs won support from normal citizens, which can result in a win-win 
situation.  
Other Contact tracing programs did not reach their goals. Some programs were not able 
to collect real personal information or much important personal information about 
potential contacts. So they are not able to find these contacts correctly or in a short time, 
and have missed the golden time of contact tracing. Because of the local political system 
and governments' jurisdiction, some programs have few requirements for the citizens but 
rely too much on people's self-commitment. In fact, not everyone understands the 
importance of contact tracing, but a highly efficient contact tracing needs everyone's help. 
Less self-commitment leads these programs to fewer users, more difficulties, and fewer 
positive achievements, even failure. The same political situation also contributes to 
disorder contact tracing apps used in a certain area or country. Some programs don't 
require the citizens to use a unique contact tracing app, even with no recommendations. 
As a result, people can't get any exposure notification due to using different contact 
tracing apps and no data and information transferring between their digital apps. 




may bring better results rather than a allowing the population the free choice of whether 
to participate in contact tracing.  
According to the universality of good contact tracing programs, these programs and tools 
often have unique designs because of local political situations, the severity of Covid-19, 
and the reflections from the citizens. There may not be a contact tracing app that can be 
used worldwide. However, providing the basic common technical framework for digital 
contact tracing, adopting popular contact tracing theory, and learning from successful 
Contact tracing experiences and localized transformation may be the best way to develop 
a Contact tracing app for a particular area.  
Overall, programs with mandatary and unique contact tracing apps in a particular area 
can have more users to maximize contact tracing's effect and service accuracy. The 
correctness and integrity of personal information for contact tracing should not be 
ignored when the public health department collects the information. The authorization 
and health department may learn some experiences and ideas from other countries with 
more successful contact tracing programs such as China, Singapore, South Korea, or 
organizations like New York City University. On the other side, the local public health 
department should not ignore the advertising of digital contact tracing's importance and 
positive achievement to acquire support from local citizens.  
 
Privacy 
Every contact tracing app must deal with the privacy issue. Many users refuse to use 




data privacy, the developer or administrator of the Contact tracing App should already 
have a good reputation and be trusted by the citizens. Many Americans don't trust these 
IT companies' products due to previous data privacy issues of these companies, so they 
have appealed to ask a national, professional, authoritative organization to publish a 
contact tracing app for them. Moreover, completed laws and user agreement documents 
issued for digital contact tracing and digital data sharing can give confidence to the user, 
especially in countries or regions using voluntary contact tracing apps. Users want to 
know all the potential uses of their data and personal information, from collection to 
destruction. The COVID Watch by Arizona gives the option to the user to decide whether 
they want to share their user statistics. Iceland contacts tracing app Ranking C-19 and 
Vietnam’s contact tracing app have claimed that they only store the user’s data for 14 
days then destroyed it automatically, which provide an answer about the future treatment 
of collected data. On the contrary, many users of COVID SAFE in Australia were 
worried about the use of Amazon Cloud data storage because they don’t want a foreign 
company’s service to store their personal information. Some news about Singapore’s 
police will employ the data collected by their national contact tracing app, 
TraceTogether, has been reported, criticized by many people. Besides, some specially 
designed technology for data collection and storage may give more confidence to the user 
about their data privacy. Some contact tracing apps try to collect as little personal 
information as possible while simultaneously reaching their service goal. When 
exchanging data with other users to check if they are close contacts, they want to keep 
their personal information anonymous. Their personal information should only be viewed 




countries, people accept the public health department to track their mobile phone signal 
location, appearance on public CCTV, and credit card payment history, which may not be 
accepted in western counties. COVID Safe and TraceTogether indicate that their app 
does not track the user’s GPS location but only uses Bluetooth to determine the distance 
with the potential patients. Finding the balance between data collection and contact 

































Guidelines for Good Contact Tracing Apps 
• An excellent digital contact tracing tool should provide service to all-ages users 
without any limitation. Thus, it should have some design for people who do not 
own or know how to use smartphones, older adults, and children.  
• Bluetooth and QR code may be better than GPS location tracking in a particular 
small area because GPS accuracy can’t locate the specific room, public transport 
even just strangers passing by.  Bluetooth is better for accurate tracking distance 
from the potential patient than GPS. Not all countries have the chance to enjoy the 
most accurate GPS service in the United States.  
• In addition to standard exposure notification, the contact tracing app may provide 
some Covid-19 prevention tips and recent examples about finding close contracts 
with the app's help.  
• The developer of these apps should hear more feedbacks and user needs from 





Guidelines for Contact tracing programs for 
organizations (schools, companies, and communities) 
• The schools, companies or communities should have a unique contact tracing 
app that is contextually appropriate for their organization.   
• Publish mandatary rules for digital Contact tracing to increase the user density. 
• Do surveys, interviews to understand user needs and current dissatisfaction. 
• Send exposure notifications immediately or weekly contacts alerts to users in 
order to show the effects.  
 
Guidelines for Contact tracing programs for 
local/state/nation governments 
• May have more than one Contact tracing apps in the nation due to political 
problems but construct information connection between those apps 
• The contact tracing data should be managed by the national public health 
department. How to use the data, who has access to the data, how to deal with the 
data after the epidemic should be opened to the citizens. 
• The use of contact tracing apps may be voluntary, but the government should 
advertise these apps and contact tracing project's importance and effect.  Better 




• GPS tracking and mobile phone signals may be the best way to track the patient in 
a nation. 
• The government should provide funding to contact tracing training as well as 
localized digital contact tracing tools development. 
 
Guidelines for Privacy 
• Users may skip the user agreement when they use the app, but there should have a 
detailed user agreement about all possible treatment of the user data and user 
privacy.  
• A national health department should supervise all the digital contact tracing tools 
and a third-party privacy assessment group to show all the working processes to 
the public.  
• The government and community authorizations should publish laws, stipulations, 
and clauses to regularize the collection, use, and discard of personal information 
data serviced for digital contact tracing.  
• Sometimes the privacy concern is more important than the actual effect of these 
apps in the citizens’ view. The developer of these contact tracing apps should 
collect personal user data as little as possible and discard collected data in a short 
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